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Introduction to 2FA

As per the directive from Competent Authority, the installation of 2FA has been made mandatory with
immediate effect.

All users availing the email services from NIC must use 2FA to access their accounts. Additionally, users are
advised to install the same on their access devices (phone/laptop/desktop) immediately.

Please note: If you choose to install kavach on a single device, it must be ensured that that device is always
available with you to accept kavach notification for accessing mails.

Please Note:

1.

Please note that NIC does not send any mail under any situation that requires you to submit your
login credentials (login/password). Hence, do not take any action on a mail that asks for your login
and/or password as it could be a fake mail and may carry malicious malware to infect your devices.

If you receive any email with a link, please verify its authenticity before clicking. It could be a
phishing link.

The user ID for Kavach is activated prior to activation by the users. Hence, this procedure needs to
be followed by ONLY those users who receive a mail from mailservices@nic.in. This mail is sent
after the id has been enabled for Kavach. If a user receives a mail forwarded by a
colleague/acquaintance, please do not try and activate as it will give an error. User needs to wait to
receive a direct mail.

Ensure the correct mobile no is mapped with your id as you will receive a OTP for registration.

Contact your respective NIC coordinator / delegated administrator for updation of your mobile no
or any other assistance required in this regard.

Notification will be sent to all devices on which the app is installed hence for ease of use please
install on all (max 3) devices that are used for accessing email services.

Video tutorial is available on https://email.gov.in (after logging in) under the heading “How to
Install Kavach App on Android and iPhone ”
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2. Installation of Kavach application

The Kavach application can be installed on various devices such as Desktop/Laptop and Mobile (Android
or i0S). To install, please follow the steps mentioned below:

1.1 Desktop/Laptop

» Download the Desktop App from https://kavach.mail.gov.in
*  Minimum requirement for Desktop App
o Windows 7
o MAC10.11
o Ubuntu 19.04
o CentOS/RedHat 6.9
o Fedora — arduino package is mandatory before kavach installation.

1.2 Mobile

For Android users:
*  Go to Google play store and search for “Kavach Authentication” (screenshot of the correct application is
shown below)
» Install the application
*  Minimum requirement for Kavach Mobile App is Android OS: 8.0 and above

Kavach
Authentication

National Informatics Center

UninSta“ m

What's new EX
Last updated Nov 28, 2020

Bugs Fixed!

Developer contact v
About this app 2>
Secure Authentication in just one click!

Tools

Kavach application on Google Play Store
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For iOS users:
» Go to Apple App Store and search for “Kavach Authentication” (screenshot of the correct application is
shown below)
» Install the application
»  Minimum requirement for Kavach Mobile App is iOS: 9.1 and above

Kavach Authenticat...
Kavach Security OPEN
2.0 .6 8!

Kavach application on App Store

The Kavach application can also be downloaded from the URL: https://kavach.mail.gov.in.
3. Enrollment on Kavach application

Once the application is downloaded and installed, to complete the enrolment user should follow the steps
mentioned below:

» Accept the terms and conditions

» Authenticate by submitting username & password

» Insert the 6-digit code OTP (One time password) received via SMS on your registered Mobile number.

+ Click on Submit

4. Addition of a new user with Kavach Account
(This feature is provisioned to allow additional account for a user like Personal Secretary (PS)/ Group
Member to access user’s account)

» To access additional user’s account, the User/PS/ Group member should follow the steps mentioned
below. Please ensure that the User/PS/ Group member being added to the app also has Kavach enabled.
» The User/PS/ Group member will install the kavach application and register with his/her email address
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by following the steps mentioned under “Installation of Kavach Application” and “Enrollment on
Kavach application”.

»  The User/PS/ Group member will click on “ADD NEW ACCOUNT” in the Kavach app.
« Enter the email ID and Password of the user whose account he/she has to access.

» Enter the 6-digit OTP sent on the registered mobile number of the user (the user needs to share the OTP
received on phone with the PS/Group member to allow access).

» Once the enrolment is completed, the authorized User/PS /Group member can access the user’s account.
Adding additional email account using Desktop Application

= Click on “Add Account” option and follow the same process of registration.

NIC : webmail
Lli_ll_ll_lll_l
i
=]

zimtest1@nic.in

MNIC : webmail

T o
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Adding additional email account using Mobile Application

=  Click on “Add Account” Icon shown below and follow the same process for registration to add
another account successfully.

12:.40PM 1 = © “ = E 12:04 PME ©

= Home @ CITIE
i ) ” oy e > =y
& = @ Ly (= @
Pull Launch Mail Clock Sync Pull Launch Mail Clock Sync

Notification Notification

726466 5= D

Suffix password with OTP while using email
service on Webmail (browser) only (e.g

950332 21 secs

Suffix password with OTP while using email
service on Webmail (browser) only (e.g
password123456)

password123456)

Regi il s Reglstered emall Id's
zimtest1@nic.in ( @ support-kavach
support-innefu
£ © @ support-kavach
Registered Devices Media Country Policy ~ De _R zimtest1 @nic.in olicy De

Total Registered Device : 14 Total ReglisteredDevice':10

2 ]
Device > Android
z:\r/:’:e H Desktop Token Name
3 ) Device ID 5 Xiaomi_M2101K6P_fObO
Deviceld  : gg?gggsf’%ﬁ-‘ 70385 b01feb_1685854579913
L Activation 10-06-2023 11:13:10
ictlvatlon © 29-12-2023 17:46:54 Time
(" _Q support ) i?uu = (@ security ) (' < support ) '9 ( Q security )
= (O] <

5. How to use the Desktop/Laptop application

»  Open the app on desktop/laptop

» A 6-digit number (code) will appear on the app. This is the OTP. This code will change every 30
seconds.

+  Suffix (Add) this 6-digit code with your password, without any gap and click on “Sign In”.
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E NIC : webmal

ol - 19354

13 secs

@gov.m

abc@nic.in

%‘
m|

=]

- yourpassword306901

Forgot / Change Password?

Please Note:
In case the user is not able to login using the given OTP, use “Clock Sync” to login. This option is available
under “Settings” button on the desktop App. Refer the images given below to login using “Clock Sync”.

A ¢ Settings

& |
— .  Osmaw |
oo3cqd m
- =]

{)

o

6. How to use the Mobile application
After successful installation of the mobile application, please follow the steps mentioned below:
« Login with username /password and press enter.
« The user will receive a notification from Kavach  mobile app to “Accept”/” Deny” the login
request.
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» The request should be accepted immediately. Any delay will result in “timeout” and the user will
have to repeat the above-mentioned steps.

» Please note: The user should be in strong signal zone to receive the notification. If, for any reason,
the user is in a weak signal zone, then the user may not receive the notification immediately. Please
use the following two option in such a scenario:

o Use the “PULL NOTIFICATION” option on the home screen of the Kavach app to receive
the notification (as shown below) OR

o Use the 6-digit OTP (displayed on the home screen of the Kavach app) and suffix it with
password and then press “Sign In”.

11:58 AM | 0.2KW/s & B B il il W36

B & v B

6.1 Other features of the Mobile app:

« The user watch videos and gain understanding about the Kavach app in the media.
» The user can apply for the country policy using the kavach app.
» The user can keep a track of their registered devices through Activated Devices.
» The user can check logs to keep track of access activity.
The user is advised to go through all the options available on the app for using it effectively.

For any issues, please call the 24x7 NIC Helpdesk 1800-111-555 or Contact NIC Officers/Delegated
Administrator in your respective Ministry/Department.

7. Change of Mobile device

In case of change in the mobile device, the user may follow the steps mentioned below:

e The user must ensure to delete the previously registered device. This can be done from
https://kavach.mail.gov.in.
* The user must follow the steps mentioned under “Installation of Kavach Application” and



https://kavach.mail.gov.in/
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“Enrollment on Kavach application” to use the application on the new device.

8. Delete/ De-register a registered Device

There are three ways in which a user can Delete/De-register a registered Device. The steps for each way are

detailed below.
Delete/ De-register a registered device

Using Using desktop/laptop Using mobile

kavach.mail.gov.in application application

8.1 Using kavach.mail.gov.in

1. Go to https://kavach.mail.gov.in
2. Login with user email id and password.

Secure User Login
& Usemame

&  Password

2021 © Kavach Authentication

10
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3. Enter the OTP sent on the registered mobile number and click on Login.

a Secure User Login

Please enter verification code (OTP) sent
i TAT9 Resend otp

4. A dashboard will be opened for kavach.mail.gov.in.

& Kavach Authentication X -+

& C & kavach.mail.gov.in

@ NIC ~ webmail - user = 2021-08-10 12:29:22

Dashboard

# Dashboard

 User Details

Manage Activated

Devices S.No User Logonld Authentication type Token seriallLicense Key Token Expiry

1 akasiimygne.in pushToken sdg9woed67s6qu2n N/A

Manage Wifi Devices

User Country Policy

Download

Windows Client

Mac Client

Linux Client

Linux(BOSS) Client

11
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5. Click on Manage Activated Devices and then select the device to be deleted and click on De-register.

B Kavach Authentication X +

& c kavach.mail.gov.in

@ NIC © webmail - user ©2021-08-10 12:29:2

Manage Activated Devices

®  Dashboard #® User Manage Activated Devices
& User  Manage Activated Devices
Manage Activated O SrNo Device Name
Devices
1 Android
Manage Wifi Devices
O 2 Iphone

User Country Policy

Download De-Register ¥

Windows Client

Mac Client

Linux Client

Linux(BOSS) Client

Device Id
0PPO_RMX1801_16¢9f19d1e_1627908221083

iPhone13,1_7277255bdfWESrwg

Activation Time

2021-08-04 12:47:05

2021-08-05 23:46:57

6. The device has been successfully deleted.

@ Kavach Authentication XN+

kavach.mail.gov.in,

@ NIC ~ webmail - user ' 2021-08-10 13:17:34

Manage Activated Devices

®  Dashboard #* User Manage Activated Devices
&  User  Manage Activated Devices

Manage Activated O SrNo Device Name

Devices

O 1 Android
Manage Wifi Devices
User Country Policy
De-Register X

Download

Windows Client

Mac Client

Linux Client

Linux(BOSS) Client

Android Client

Device Id

OPPO_RMX1801_16c319d1e_1627908;

Activation Time

12
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8.2 Using Desktop/Laptop Application

1. Open the Kavach application on the Desktop/Laptop.

2. Click on the Manage Policy Tab on the sidebar.

MAMAGE WIFI DEVICES
MAMAGE TRUSTED NETWORKS
MAMAGE IMAP

@gov.in

13
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3. Go to Manage Activated Devices section.

@gov.in

4. Click on the delete icon present on the right corner to delete the required device same.

MANAGE

Device ID
Act. Time
P

i Mo E)

MNetwork

o

Device Name:

Device ID

T

Act. Time
P
MNetwork

5. The device has been successfully deleted.

MANAGE

Device Name
Device ID
Act. Time

IP

Network

Device Name:

ACTIVATED DEVICES

=———1

Android EI

: OPPO_RMX1801_16c9.7C...
: 2021-08-04 12:47:05

_—

Desktop Token EI

: DC5360050A6D_162858...
: 2021-08-10 15:26:13

ACTIVATED DEVICES

—

: Desktop Token EI
: DC5360050A6D_162858...
: 2021-08-10 15:26:13

14




Digital India

Power To Empower

8.3. Using Mobile Application

1. Open the kavach application on your Android/iOS mobile device.

11:58 AM | 0.2KB/s © B

= Home K- <
e > =y =%
& | @ B
I Launch Mail Clock Sync IMAP

Pul
Notification

Media Country Policy Activated Devices Logs

Kavach Help Videos See All

oaios

A How to.
g . i
on. id mobile
i

(s —r (S p— ;
apoication on Android aplicaion on Phane ecooun from
appicatic
Email Help Videos See All
e i e
7 o o 7 . e
te S Supporli) (-9,».«.“ C =} Secumyﬂ)

2. Click on the “Registered Devices” Tab.

12:06 PME©

Pull Launch Mail Clock Sync IMAP
Notification

867322 28secs

Suffix Password with OTP (password123456)

Registered email Id's

support-kavach b C—D

Country Policy Logs FA
Total Registered Device : 11
=]
Device 5 Android
Name

Device ID = Xiaomi_M2101K61_b99%e
a596c9_1666244980240

Activation 3 28-10-2022 15:39:16
Time
P 3 106.223.96.15
(. \. Support ) i‘?awmw ( e Security )
= ® <

@gov.in

15
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3. Click on the delete icon on the right corner to delete the required device.

12:06 PMT

= o= @ B

Launch Mail Clock Sync IMAP

You are De-Registering a device from

867322 =28secs

ix Password with OTP (password123456)

Kavach. To continue using remaining
active devices use "Refresh Kavach token”
for continued access to email.

To refresh Kavach token:

Open Kavach App on the device and
5 click on Home button and then Click on
=Y =N = [ “Refresh Kavach Token”. Enter the OTP
- B sent to your registered number.
Country Policy Registered Devices Logs F2

— Alternatively, "Refresh” button will
automatically appear on home screen
after 24 Hours.

Total Registered Device : 11
Click "Refresh” and enter the received

Device - Android

Name

Device ID = Xiaomi_M2101K6l_b99%e
a596c9_1666244980240

Activation = 28-10-2022 15:39:16

Time

P R 106.223.96.15

( . Support ) l-am,mw, < @& security )

- (O] -

4. Click on the green checkbox.
5. The device has been successfully deleted.

9. Access eMail using Kavach Application
There are two ways in which a user can use Kavach application to access mails. The steps for each way are

detailed below.
Access mail using Kavach application

Accept the TAP request Append OTP with password

Accept the TAP request

1. Go to https://email.gov.in. Enter user email-id and password. Click on “Sign-In”.

2. A notification for “Accept/Deny” will pop-up on mobile devices on which the Kavach app has been
installed & registered.

3. Tap “Accept” to access email. If the user has not initiated the request, please click on “Deny”.

4. The request should be accepted immediately as the request will time out in 45 seconds.

16
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17:09

g

= O

&}

ﬁ

11:58 AM | 0.2K8/s & &

KAVACH = Home
Kavach Login Request =

Notfication

742688 2w

Password with OTP (password123456)

See All

Please note: Notification requires a strong and stable network connection (Wi-Fi/Mobile Data). If the user is in
a weak signal zone, then the user may not receive the notification immediately. In this case, the user can click on
“PULL NOTIFICATION” option on the home screen of the Kavach app to receive the notification. The user

should accept to access mail.

12:06 PM D Lont] 6 ) D

= Home \Sv'r-n
] R —~
L T @
Pull Launch Mail  Clock Sync

Notification

867322 28secs

Total Registered Device : 11

Device : Android
Name

Device ID

Activation
Time

<

&

IMAP

[

d with OTP (password123456)

Country Policy  Registered Devices Logs

Xiaomi_M2101K6l_b99%e
a596c9_1666244980240

28-10-2022 15:39:16

P : 106.223.96.15
RL Support e ( Q security
a ® <

Step 1

12:17 PME ol 6 il CHD.

request

A Pull &
Nov 22, 2022 12:18:03
(@ Name support-kavach
HY App webmail
TR 10.26.69.40
® Location : India
Click on anywhere on this title to process this

- ® <t

12:17 PMT Lol B3 Sl ()

™ Notification

support-kavach
webmail

IP Address 10.26.69.40
Device IP * 100.86.108.152
Accessed From * India

: Nov 22,2022,
Accessed On e eas

ACCEPT 16

Step 2

Step 3

17
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9.1 Append OTP with password

1. Open the Kavach application.

2. Use the 6-digit OTP (displayed on the home screen of the Kavach app). This OTP will change in every
30 seconds.

3. Suffix the numbers with your password, without any gap and click on “Sign In”

@gov.n

| abc@nic.in

11:58 AM | 0.2KB/s & & Bl il T @) 36+

- yourpassword306901

Forgot / Change Password?

Email Help Videos See Al
[

R_,, support fp = -]

10.Configuration of IMAP with Kavach on Windows Device

Open the Kavach application on your desktop/laptop
Click on “about” icon.

Check the current version of application. The current version should be 3.5 or above.
Incase current version of the application is 3.4 or lower, please upgrade it from https://kavach.mail.gov.in

Kavach Authentication

3.6

Mo

B

zimtest3

NIC : webmail

@ W Mo

Registered Device Id :

005056C00001_1668510210249

o]

Resource Id :

VQOWS9QJEM2Z9

@ Website : https://servicedesk.nic.in
= Phone : 1800111555
®

18
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10.1 Steps to configure path for Mailing Client (outlook) in Kavach application

1. Open the Kavach Application
2. Click on “Settings” and then click on “Set Mail Path” to set the Outlook path

Q Settings

EENTE=T——

3. A new window prompt “Select Mail application to Launch” will open. To set up a mail path of Outlook

Client, the user must enter “ C:\Program Files (x86)\Microsoft Office\root\Officel6\outlook.exe “ in the
File Name.

4. Click “Open”. The user will get a prompt on the screen with “Updated mail program path successfully”.

5 1% ¢ Settings
Ll Inl
& &
El B
) Select Mail Application to Launch X f_j
Lookln: |(E Ofice16 | ¥ '} ot [ =] B
|| OUTLOOK.EXE [ outiookwen w
['] OUTLOOK EXE MANIFEST [ OUTLPH.DL
[ OUTLOOK VisualElementsManifestxmi [ ouTLRPC.O -::f;"ir‘
E} QutlookExplorerTellMeZeroTermCommandModel.bin E} QuUTLVBES.D
[ outlookSevicing DLL [ owscLTD
v .. e
File Name: | OUTLOOKEXE
Files of Type: | Al Files =) i
1
Open Cancel
‘)
Updated Mall Program Path succasstully
v v

19
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1. Open the Kavach Application

2. Click on “Launch mail” (Mail application will open)

3. Click on OK

NIC : webmail

(1T II_'=H

al

12 secs

Mew Profile

3,:} Create New Profile

Profile Mame:
zZimtest3@nicin

Loading Profile

NIC : webmail

] office

Cancel

@gov.in

20
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4. Click on Manually Configure & then click on Next

Auto Account Setup
Connect to other server types.

() E-mail Account

() Text Messaging (SMS)

| (®) Manually configure server settings or additional server types I

<Back | Cancel

ladd New Account s

5. Click on Internet E-mail and then Next

Choose Service

(@) Internet E-mail
Connect to POP or IMAFP server to send and receive e-mail messages.

— —
(_) Microsoft Bxchange or compatible service

Connect and access e-mail messages, calendar, contacts, faxes and voice mail messages.

() Text Messaging (SMS)
Connect to a mobile messaging service.

Add Mew Account >

21
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6. Enter the required details that are hilighted in red box & then click on More Settings

A Add Account

POP and IMAP Account Settings
Enter the mail server settings for your account.

User Information

Your Mame: zimtest3

Email Address: zimtest3@nic.in
Server Information

Account Type: IMAP

Incoming mail server: email.gov.in
Cutgoing mail server (SMT email.gov.in
Logon Information

User Mame: zimtest3@nic.in

Fassword: EEEEERERE LR
o
|:| Require logon using Secure Password Authentication
(5PA)

Mail to keep offline:  All

I More Settings . l

7. Ensure all settings as per highlighted in red box

Internet E-mail Settings

Cutgoing Server

Server Port Mumbers

General Sent Items
Connection

Incoming server (IMAF): ‘ Use Defaults

Deleted Items
Advanced

Use the following type l:-f gervpted connection: @
Qutgoing server (SMTF):

Use the following type of encr\,rpted connection

Server Timeouts
Short - @ Long 1minute
Folders

Root folder path:

Cancel

22
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8. Ensure check BOX is clicked for My Outgoing Server (SMTP) & then click on ok

9. Click on Next

Internet E-mail Settings =

General Sent Items Deleted Items

Il Conpection
My outgoing server (SMTP) requires authentication
S€ same Selungs as my INcoming mail server
() Log on using

Adwvanced

Remember password
Reguire Secure Fassword Authentication (SPA)

Cancel

@gov.n

M Add Account

User Information
Your Mame:

Email Address:
Server Information
Account Type:

Incoming mail server:

Logon Information
User Name:

Password:

[5PA)

POP and IMAP Account Settings
Enter the mail server settings for your account.

Timtest3

zimtest3@nicin Mail to keep offline: Al

IMAP

email.gov.in

Cutgaoing mail server (SMTFE | email.gowv.in

rimtest3@nic.in

S d i

Remember passwaord

|:| Require logon using Secure Password Authentication

More Settings ...

23




Digital India

Power To Empower

@gov.in

10. You will see below screen, check Status is “Completed” & then click on “Close”

Test Account Settings

Congratulations! All tests completed successfully. Click Close to continue. Stop

Tasks Errors

Tasks

v/Lng onto incoming mail server (IMAP)
~* Send test e-mail message

Status
Completed

Completed

11.Click on Finish as below screen

Add New Account

><

L

Congratulations!
You have successfully entered all the information required to setup your account.

To dose the wizard, dick Finish.

Add another account...

< Back Finish ||

Now your email has been configured.
Please Note:

* Always Use “Launch Mail” option on Kavach App to access the Mails.
« Assoon as the user clicks “Launch Mail”, the current IP of the user will be registered, and the mail

can be used.

24
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11. Configuration of IMAP with Kavach application on Linux Device
11.1 Installation of Kavach Application on Linux Desktop/Laptop

Open the terminal and check the java version by using the command “java —version”

The Java version should be 8 or above.

Command to Install “Jdk” with command “apt-get install jdk”

To install in Ubuntu, use command “apt install net-tools”

To install in Redhat, use command “yum install net-tools”

Please note: To install in Fedora, arduino package is mandatory before kavach installation

After successful installation of jdk, make the “KavacAuthentcation.jar” executable with command
“chmod +x KavacAuthentcation.jar”.

8. The Kavach application can now be opened by double clicking the KavachAuthentication.jar file or by
using command “java —jar KavachAuthentication.jar”.

No ok owbdRE

11.2 Steps to configure path for Mailing Client (Thunderbird) in Kavach application

1. Open the Kavach Application
2. Click on “Settings” and then click on “Set Mail Path” to set the Outlook path

° Settings

d o @ Mo B
o] @ W Mo B

A new window prompt “Select Mail application to Launch” will open. To set up a mail path of
Thunderbird, the user must enter * /bin/thunderbird ” in the File Name.
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Select Mail Application to Launch
b Look In: |(& bin |» ] i ] =] 8
dbm B thunderbird
braw [Mtic
B time
ave [ timedatect!
[ timeout
s (o —
File Name: thunderbird
Files of Type: |All Files ‘-]

Updated Mall Program Path succesefully

11.3 Steps to configure Thunderbird using Kavach application

1. Open the Kavach Application.
2. Click on Launch mail icon. (Mail application will open)

Set Up Your Existing Email Address
:I“C‘ _ :Ub T N To use your current email address fillin your credentiaks.
s webmal E Thunderbird will automatically search for a warking and recommended server configuration.
o
g

1

Your full ame

]
Email address

0

(Get a new email address

Password

[
Remember passward

Cancel

Your credentials wll only be stored locally on your compute
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3. Enter the user 1D, email address and password & click on continue

[ Home @ Account Setup X

Set Up Your Existing Email Address

To use your current email address fill in your credentials.
Thunderbird will automatically search for a working and recommended server configuration.

Your full name

7imtest3 (0]
Email address

zZimtest3@nicn (0]
Password

LILLER RN NY ] g

Remember password

Configure manually Cancel

Your credentials will only be stored locally on your computer.

4. Enter the Incoming Server and Outgoing Server Details along with the port number and click on done.

4% Applications  Places  Thunderbird B Sun17.29 T 0B
Account Setup - Mozilla Thunderbird - 5 X
B Home © Account Setup b =
Manual configuration
Protocol: IMAP ~
Not sure what to select?
Hostname: email.gov.in
9 Setup documentation - Support forum - Privacy policy
Port 993
Connection security: SSL/TLS v
Authentication method: Autodetect R
Username: I zimtest3@nic.in‘
Hostname: email.gov.in
Port: 465
Connection security: SSL/TLS =
Authentication method: Autodetect =
Username: zimtest3@nic.in
) Done
8 Bl akash@localhost/home/akash/Dow... ‘\Er‘ Kavach Authentication OAcmunl Setup - Mozilla Thunderbird I:I
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5. Enter the Server Setting Details and Proceed further

dgov.in

Account Settings - Mozilla Thunderbird

= Inbox ED Account Settings x

Copies & Folders
Composition & Addressing
Junk Settings
Synchronization & Storage
End-To-End Encryption

Return Receipts

Junk Settings
Disk Space
B Outgoing Server (SMTP)

v Bakash.nhq@nic.in Server Settings

Server Type: IMAP Mail Server

Server Name: | email.gov.in

Port:| 993 £ Default: 993

User Name: I zimtest3@nic.in

l

Connection security:

Security Settings

~ BJLocal Folders Authentication method:

Server Settings

Account Actions ~
¥t Thunderbird Preferences When | delete a message:
& Add-ons and Themes © Move it to this folder:

() Just mark it as deleted

SSL/TLS ~

Check for new messages at startup
Check for new messages everg| 10 minutes

Allow immediate server notifications when new messages arrive

B3 Choose Folder... ~

6. You can now access your mail.

Sent - Mozilla Thunderbird

@) kavach-testd@nic.in: Sending login information...

- Sent
P Get Messages |~ # Write CJChat {&] Address Book W Quick Filter = | Events < > X
Folders e | % | RAUnread yyStarred [EContact ©Tags () Attachment Filter these messages <Ctri+Shift+K> 20 Sun <o >
~ 3 kavach-test4@nic.in [ Subject rrespondent @ Date v om Nov 2022 CW 47
£ Inbox kkk kavach-test4@nic.in 7422120, 16:43 4 New Event
kkk kavach-test4@nic.in 7/26/20, 18:36
o Trash Kkk Kkavach-test4@nic.in 7/26/20, 18:36 ~ Today
~ [ Local Folders > Tomorrow
T Trash . U ing (5 days)
comin, lays;
£ Outbox peoming (> cay

—— Unread: 0 Total: 3 (@) Today Pane v

Now your email has been configured.
Please Note:

* Always Use “Launch Mail” option on Kavach App to access the Mails.
* Assoon as the user clicks “Launch Mail”, the current IP of the user will be registered, and the mail

can be used.
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12.Installing Kavach Application on your Mac Desktop/Laptop
12.1 Installation of Kavach Application on Mac Desktop/Laptop

1. Go to “Security & Privacy” option and click on “Open Anyway” under the General option to start the
installation of Kavach application on the desktop/Laptop.

m 2 = = b bk

Dashboard ST rrevaun  Frowss  Privacy

- Dashi a A login password has been set for this user Change Password

Require password  inmediately B ator sleep or screen saver begins
Show & message when the screen is locked
€* User Detalls Disable sutomatic login

SNo Usar Logonk User Status
o

Allow apps downloaded froen-

© App Store
App Store and identified developers
“Kavach.pkg® was blocked from opening because it is not from an Open Anyway
identified developer.
-
[l Click the jock o prevent further changes Advanced. ?

2. Click on “Continue” for introduction of the Kavach Application.

< Dashboard

0.®C ‘@ Install KavachAuthentication

Dashboard b
| Welcome to the KavachAuthentication Installer

You will be guided through the steps necessary to install this

Introduction
& User o ° - software.

Manage Activated I
Devices S Token Expiry

Manage Wifi Devices 1 N/A

User Country Policy

Download

Windows Client

Mac Client

Continue

3. Click on “Continue” to start the installation of the Kavach application.
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Dashboard

User

Manage Activated
Devices

Manage Wifi Devices

User Country Policy

Download

Windows Client

Mac Client

gov.in

Dashboard

® O & Install KavachAuthentication

Select a Destination \

(0‘ « Introduction

Select the disk where you want to install the ‘
e Destination Select

KavachAuthentication software.

' Token Expiry

4. Then click on “install” option as screen shot below.

Dashboard

User

Manage Activated
Devices

Manage Wifi Devices

User Country Policy

Download

Windows Client

Mac Client

1 : N/A
Macintosh HD
33.31 GB available
121.12 GB total
Installing this software requires 242.3 MB of space.
You have chosen to install this software on the disk
“Macintosh HD".
Go Back Continue
Dashboard
(e ‘@« Install KavachAuthentication
k.
Standard Install on “Macintosh HD" ‘
”‘ e RiTorLCTon This will take 242.3 MB of space on your computer.
| TR . . . <
« Destination Select Click Install to perform a standard installation of this software
e Installation Type on the disk “Macintosh HD".
S ta Token Expiry
1 / ‘NIA

Change Install Location...

Go Back Install
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5. Once the installation of the Kavach application is completed. The below stated window will appear to
notify about the completion of installation and then click on close.

@  Dashboard

& User

Manage Activated
Devices

Manage Wifi Devices
User Country Policy
Download

Windows Client

Mac Client

12.3

Dashboard
( ] & Install KavachAuthentication
£ 3
‘ The installation was completed successfully.
- Introduction

Destination Select
Installation Type
Installation Token Expiry

Q) N Tuli Ly The installation was successful. N/A

The software was installed.

S,
—

Steps to configure path for Mailing Client (Mail App) in Kavach application

1. Open the Kavach Application

2. Click on “Settings” and then click on “Set Mail Path” to set the Outlook path

Q Settings

A new window prompt “Select Mail application to Launch” will open. To set up a mail path of Mail App,
the user must enter “/system/applications/mail app/macos/mail” or path of outlook

31




Digital India @ gOV [ g)

Power To Empowe

“Application/Microsoft Outlook.app/Contents/Macos/Microsoft outlook” in the File Name.

3. Click “Open”. The user will get a prompt on the screen with “Updated mail program path successfully”.

m ¢ Settings
A
o
Screened )]
W2 A2
<
L
e
",
()
Fin Bame 9
— Updated Mall Program Path successfully
Fies of Type ~ ng- .
Cpun Cancal u

12.4 Steps to configure Mail App using Kavach application

1. Open the Kavach Application.
2. Click on Launch mail icon. (Mail application will open)
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3. Click on Other Mail Account

Chocae 8 Ml account provider

iCloud

4. Enter Name, email ID, password and click on Sign In

Q Add @ Mail sccoum

5. Enter incoming Mail Server and Outgoing Mail Server and click on Sign In
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6. Now select the App you want to use

Solect T 209% yOu Wt 10 o8
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6. Click on Protect Mail Security and then click on Continue

Mail Privacy Protection

Now your email has been configured.

Please Note:
* Always Use “Launch Mail” option on Kavach App to access the Mails.
* As soon as the user clicks “Launch Mail”, the current IP of the user will be registered, and the mail

can be used.

13.Step to configure IMAP on Android Device

1. Open kavach application, click on Launch Mail option on HOME SCREEN.

9:33 -l ac E»
= & <
s =
= = >) B
Pull Launch Mail Clock Sync IMAP

Notification

751250 = =

Suffix Password with OTP (password123456)

Registered email Id's

o € =
Media Country Policy Reglatered
Kavach Help Videos See All

How to install kavach How to refresh the  How 1o d

application on iPhone  seed registration R

< < Support ) (9, < @ Security )
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2. Popup window will appear on your screen to “Choose an Email Client application”.

3. Enter the mail and then click on IMAP option and enter the password.

9:40 PM T

[ g

zimtesti@nic.in

What type of account is this?
Personal (POP3)

Personal (IMAP)

ol Wi = G

9:40 PME

]

zimtesti@nic.in

i

)

srcl

-
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4 .Enter the Incoming and Outgoing server details as email.gov.in shown below and click on Next.

2:41 PMT POTT| I

™~

INncoming server settings

9:44 PM S

™~

_ Username

< zimtesti@nic.in

) > Require sign-in

Outgoing server settings

&
)
;

Username

. Password

< zimtesti@nic.in

Qemail,gov,in

C

( email.gov.in

5. Select the Sync Frequency option to “Never”.

9:45 PMT sl Lt G = GED

™~

Account options

Notify me when emails arrive
Sync email for this account
Automatically download attachments

when connected to WiFi
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6. You have successfully configured your account

9:45 PMS sl Ll G =GR
= Search in emails

Inbox

o noreply-kavachotp@gov.in 12:50 pm
Deletion of Kavach Registered Devices
Dear Sir / Ma'am, You have De-Registere...

o noreply-kavachotp@gov.in 12:31 pm
Deletion of Kavach Registered Devices
Dear Sir / Ma'am, You have De-Registere...
cBC-MIB 6:33 am
New India Samachar
Having trouble reading this email? View i... ‘ﬁf
noreply-kavachotp@gov.in 21 Nov
Deletion of Kavach Registered Devices
Dear Sir / Ma'am, You have De-Registere... A g
noreply-kavachotp@gov.in 21 Nov
Deletion of Kavach Registered Devices
Dear Sir / Ma'am, You have De-Registere...
me 22 Apr
3

DA g
me 22 Apr
2
g
/ Compose
me 22 Apr
o] ® <

14. Step to configure IMAP on iPhone Device

1. Open kavach application, click on Launch Mail option on HOME SCREEN.

9:33 -l 4ac EE
= &) <
3 fiZa) & B

Pull

Notification Launch Mail Clock Sync IMAP

751250 -

Suffix Password with OTP (password123456)

Registered email Id's

zimtest1 ~ @

< € =2

Registered
Devices

Media Country Policy

Kavach Help Videos See All

how o instll
Kavach Application
onios

How to de-register
the account from the
kavach application

( . Support > (-'9:”«”“",". ( @ Security >

How to install kavach How to refresh the
application on iPhone seed registration

Pgov.in
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2. Go to settings in iPhone and click on Mail option and then click on Accounts.

4:38

Settings

B3 +Home screen
Accessibility
Wallpaper

B siriasearch

(3] Face ID & Passcode
Emergency SOS

::é:: Exposure Notifications

[} Battery
0 Privacy

L.) App Store
5 waer

L'} Passwords

~ | Contacts

-l 4G

@gov T3

a:az

£ Settings Mail
ALLOW MAIL TO ACCESS
B siriasearch
0 Notifications
7] Mobile Data

Language

Preview

Show To/Cc Labels
Swipe Options

Ask Before Deleting

Privacy Protection

il 4G

| @

English (UK)

3. Now, click on Add Account and choose other option shown in below screen.

4:47

£ Mail Accounts

COUNTS

iCloud

Fetch New Data

atl 4G

4:47 wil 4G

£ Accounts Add Account

% iCloud

Microsoft Exchange
Google
yahoo/

Aol.
li Outlook.com
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4. Click on Add Mail Account and enter the email address and password and click on Next.

4:47

< Add Account Add Account

Add Mail Account

Add LDAP Account

Add CardDAV Account

Add CalDAV Account

Add Subscribed Calendar

wil 4G

4:48 il 4G =
Cancel New Account Next
Name Zimtest1@nic.in
Email [ zimtest1@nic.in ]
Password

Description Nid

5. Enter the Incoming Server and Outgoing Server Details along with the Password.
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4:49 atlac =
Verifying
IMAP POP
Name Zimtest1@nic.in
Email zimtesti@nic.in

Description Nic

Host Name email.gov.in

Username zimtesti@nic.in

Password

Host Name email.gov.in

Username zimtesti@nic.in

Password

6. Now Click on Save. You have successfully configured your account

Cancel

/) mai

Notes

15. Stop frequent notifications in Android Application

You need to set Sync Frequency option as Never/Manual in Email Client App.

@gov.n
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1. Open Mail client (Gmail App) and click on home option on top left corner.

9:45 PMT sl ot K5 = EED
== Search in emails
]

Inbox

noreply-k P@g .in 12:50 pm

Deletion of Kavach Registered Devices

Dear Sir / Ma‘'am, You have De-Registere... X
0 noreply-k hotp@gov.in 12:31 pm

Deletion of Kavach Registered Devices

Dear Sir / Ma'am, You have De-Registere... X
@ cBC-MIB 6:33 am

New India Samachar

Having trouble reading this email? View i... 3

noreply-k P@g Lin 21 Nov

D i of i d Devi

Dear Sir / Ma‘'am, You have De-Registere... X

noreply-kavachotp@gov.in 21 Nov

D of ed D

Dear Sir / Ma'am, You have De-Registere... Y
e me 22 Apr

= X%
e me 22 Apr

2 ~

& Compose
&an m™me 22 Apr
- (O} -

2. Click on setting option and select the account.

10:25 PM sl ] ¥ = G 10:26 PMT sl Ll s = G
|g All inboxes 99+ < Settings H
=) Inbox 994 General settings

ALL LABELS

Starred 2

Add account

Unread 99+

Drafts

Outbox

Sent

Bin

Spam

0oeaveoDlx

ProbablySpam

GOOGLE APPS

m Calendar

@ Contacts

[@3 Settings l

(@) Help and feedback

a (O] -
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7. Click on Sync Frequency option and select the Never option.

< zimtesti@nic.in

Account name
zimtesti@nic.in

Your name

Mobile signature
Not set
Data usage

Images
Ask before displaying external images

ync frequency
ever

Sync email
Sync email for this account

Download attachments
Auto-download attachments to recent
messages via WiFi

Notification settings

Email notifications
Send notification when emails arrive

Manage notifications

10:26 PMS ol L

@ (O -«

Sync frequency

Never ]

16. Stop frequent notifications in 10S mobile

Every 15 minutes
Every 30 minutes
Every hour

Cancel

You need to set Sync Frequency option as Manual in Email Client App.
1. Open iPhone Setting and choose mail option and click on Accounts option

1)
W

38 wil 4G

Settings

Home Screen
Accessibility
Wallpaper

Siri & Search

0ee@

oy

. FaceID & Passcode
@ Emergency SOS

'. Exposure Notifications
[ sattery

m Privacy

App Store

) waltet

B Passwords

Contacts

)

4:47 il 4G
£ Settings Mail
ALLOW MAIL TO ACCESS

° Siri & Search
0 Notifications
Banners, Sounds, Badges

@ Mobile Data ()

PREFERR

Language English (UK)
=

MESSAGE LIST

Preview 2 Lines

Show To/Cc Labels

Swipe Options

MESSAGES

Ask Before Deleting

Privacy Protection

ED LANGUAGE
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2. Click on Fetch New Data option and select the mail id you want to set to manual.

a:a7

£ Mail

ACCOUNTS
iCloud

Cloud Drive, Contacts, Calendar

Gmail

Mail, Contacts

Add Account

Accounts

-l 4G

s and 3 more

3. Choose Manual to set frequency.

dgov.in

1:04

< Accounts Fetch New Data

Push

when possible

New data will be pushed to your iPhone from the

il ac X

Nic

Mail

Fetch

Gmail
Mail, Contacts

iCloud

iCloud Drive, Contacts and 4 more

India Holidays

Calendars

Automatically

Manually

Hourly

Every 30 Minutes

Every 15 Minutes

Fetch

Push

Fetch

&£ Fetch New Data Nic

SELECT SCHEDULE

il = a3e

Fetch
l Manual ~ I
If Manual is selected, this account will only check for

updates when the application is in use.
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17. How to Trust the WI-FI

In case you are on WIFI network:
Click Launch Mail option, you will get the below notifications.

network

Regis!

it
®

Registered
Devices

Media Country Policy

Kavach Help Videos

h How to refresh the  How
e seed registration

See All

How'e.

e sccoant
Kavach ppicaton
e

a om the
kavach application

( . Support ) l—?umuw ( @ Security

)

“
Wi
We have detected a change in your network.

kavach-test3
imap
IP Address 117.98.19.6

Accessed From India

13:24:22 GMT+05:30
Nov 22, 2022

Always trust this Network ?
Yes (for 8hrs)
No (for 8hrs)

Accessed On

@gov T3

Always Trust This Network: - If you choose this option, then your network will be trusted and you will not get any
prompt in future from this network. Choose this option If you want to trust the network permanently.

Yes (For 8 Hours): - If you choose this option, network will be trusted for 8hrs only i.e you can use this network to
download the mails only for 8hrs.

Deny (For 8 Hours): - If you choose this option, network will be untrusted and you will not able to download mails
using this network.
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18. Set Mail Path in Kavach for different Mail clients

Click on Setting Icon and then click on “Set Mail Path” to set the Outlook path

zimtest3

NIC : webmail

Tal=d=
e N

1

Select Mail Application to Launch X
|, ookt (@b D @ (@ ) (= s
dbm | thunderbird
| braw [ tic
L P |__"|t\me
ave [ timedatectl
[ timeout
ar J I

File Name: thunderbird

Files of Type: |All Files B3]

Cancel

Updatad Mall Program Path successtully

@gov.n
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Path for Outlook 2016 :- C:\Program Files (x86)\Microsoft Office\root\Officel6\outlook.exe

Path for Thunderbird :- /bin/thunderbird

Path for MAC OutlookPath :-  Application/Microsoft Outlook.app/Contents/Macos/Microsoft outlook
Path for MAC Default mail APP path :- /system/applications/mail app/macos/mail

Path for Outlook 2015 :- C:\Program Files (x86)\Microsoft Office\Officel5\outlook.exe

19. How to turn on precise location for iPhone for Wi-Fi network

1. Go to iPhone setting and click on kavach application

=

=23 R

Sottings

Bl bl
Capsule
Chroanss
Cauntry Dalight

Driwe

IcHORE

Cerrumil

Lusdio King

FAF Petail Reamate Acoess

08

Mt

_|
-

TCH
Uber

WhatsaApp

CEBE

“oaaTuke
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2. Click on Location and enable precise location option.

1:23

< Settings Kavach

ALLOW KAVACH TO ACCESS

Location

While Using ]

Siri & Search

Notifications

nner ounds, Badge

W Mobile Data

is disabled

Background App Refresh

«

When in Low Power Mode, background app refresh

dgov.in

1:23 @ (%)
Kavach Location

ALLOW LOCATION ACCESS

Never

Ask Next Time Or When | Share

While Using the App v
App explanation: "This app requires access to the
Location to use Launch Mail Imap

Precise Location

@«

Allows apps to use your specific location
setting off, apps can only determine your
approximate location

With thi
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